                                heuristic evaluation of DigiLocker 
1. Visibility of System Status
Observation: The desktop version currently lacks granular feedback during the document fetching process. When a user initiates a fetch request, the interface displays a generic loading state that creates the impression that the entire application is reloading or has frozen. This fails to clearly communicate that a specific background process is underway.
Recommendation: Replace the full-page generic loader with a localized feedback mechanism. Implementing a specific progress bar, a clear "Processing..." status message, or an animated loader (similar to the implementation in the mobile app) would reassure users that the system is actively working on their request without causing confusion.

2. Match Between System and the Real World
Observation: While the web interface clearly offers an option to "Search for issued documents in the issued documents page” the mobile version lacks this explicit distinction. The mobile interface does not clearly differentiate 
Recommendation: Update the mobile interface to use language that aligns with the user's mental model of official records. Instead of vague search terms, use clear, value-driven labels such as "Get Verified Documents" or "Fetch Original Documents."



3. User Control and Freedom
Observation:  Implement an "Undo" option that appears briefly (e.g., a 5-second toast notification) immediately after a document is deleted. Alternatively, introduce a temporary "Recently Deleted" or "Trash" folder where users can restore files for a limited time (e.g., 30 days) before permanent deletion.

4. Consistency and Standards
Observation: Currently, critical security options are buried deep within the menu structure (Menu > Settings > Security), making them difficult for users to locate. Users expect security controls to be a top-level priority, not a hidden sub-setting.
Recommendation: Align with standard security practices by making authentication options more prominent. Specifically, the app should introduce a dedicated setup prompt during the registration or initial login phase. This prompt should actively recommend and assist users in enabling Face Lock or Fingerprint authentication

5. Error Prevention
Observation : To prevent these disruptions, implement a "Session Expiration Warning" modal.This popup should appear (e.g., 60 seconds before timeout) to alert the user.

6. Recognition Rather Than Recall
Observation : There is a disconnect between the generic field labels used in the application (e.g., "Register No") and the specific terminology printed on physical documents (e.g., "Permanent Identification Number," "Seat No," or "Enrollment No").  Document search functionality not prominently visible on homepage . we should improve the suggestion option in digilocker too

7. Flexibility and Efficiency of Use
Observation : The overall efficiency of the platform is good, allowing most users to navigate without issue. However, the search functionality on both the mobile app and website lacks depth. Currently, it does not support advanced keywords or category based filtering, which slows down experienced users trying to find specific documents quickly.

8. Aesthetic and Minimalist Design
Observation : Maintain this high standard of design by ensuring all future updates and new features continue to strictly follow GIGW accessibility and layout standards. This consistency is key to keeping the platform user-friendly for a diverse population

9. Help Users Recognize, Diagnose, and Recover from Errors
Observation : The current error messaging is often vague and technical, particularly during login failures and transaction errors. Users frequently encounter generic "Failed Transaction" or "Unknown Error" messages without any explanation of the cause (e.g., server timeout vs. incorrect credentials). This leaves users confused and unable to resolve the issue on their own. And need to improve the help centre when the user unable to fetch the document we need a help section to clarify the user.

10. Help and Documentation
Observation: The current Help Center and FAQ sections are static and often insufficient for resolving complex user issues






