Strict Transport Layer Security Misconfiguration
Summary: The HTTP strict transport security policy defines timeframe where browser must connect to web server via https. Without strict transport security policy the web application may be vulnerable against several attacks. 
a. If web application mixes usage of HTTP and HTTPS, an attacker can manipulate pages in unsecured area of application or change redirection target in a manner that switch to secured page is not performed or done in manner, that the attacker remains between client and server.
b. If there is not HTTP server, an attacker in same network could simulate a HTTP server and motivate user to click on prepared URL by social engineering attack
The protection is effective only for given amount of time. Multiple occurrence of this header could cause undefined behaviour in browsers and should ne avoided

Severity:   Medium

Request
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Complexity: Easy 
Impact: 
Multiple occurrences of ‘Strict-Transport-Security’ headers were seen in HTTP response. This could cause undefined with browsers, because it is unclear, which header is used
Affected Page: - 
https://digilocker.gov.in/xyz.php (Chatbot page)
Recommendations: 
There should be only one header defining a strict transport security policy. The time frame be set at minimum to 7776000
References: 
https://www.leviathansecurity.com/blog/the-double-edged-sword-of-hsts-persistence-and-privacy
https://cheatsheetseries.owasp.org/cheatsheets/HTTP_Strict_Transport_Security_Cheat_Sheet.html

Proof of Concept (Response):
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HTTP/1.1 200 OK
Server: Digilocker

Date: Sun, 25 Oct 2020 03:0
Content-Type: text/html; charse
Connection: close

Vary: Accept-Encoding
¥-Frame-Options: SAMEORIGIN
¥-¥sS-Protection: 1; mode=block
¥-Content-Type-Options: nosniff
Strict-Transport-Security: max-age=31536000; env=HTTPS.
Strict-Transport-Security: max-age=31536000
Content-Length: 1668

<IDOCTYPE ntml>
<heml>
<meta charse

"UTF-an>
<meta name="viewport” content
<style>
-swgtann {

margin-top: 15px;

width=device-width, initial-scale

.0, minimum-scal

.5 maximum-scale=l.0">
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GET /xyz.php HTTP/L.1
Host: digilocker.gov.in

User-Agent: Mozilla/S.0 (Windows NT 10.0; Wined; xé4; rv
Accept: text/html,application/xhemltxml, application/xml; e
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Connection: close

Upgrade-Ins=cur

2.0) Gecko/20100101 Firefox/82.0
.9, image/webp, */*;q=0.8

quests: 1




