Vulnerable JS Library

Description:

DigiLocker URL https://support.digitallocker.gov.in/open.php tested for security using OWASP ZAP.
The identified library jgquery, version 1.11.2.min is vulnerable.

CVE-2020-11023

CVE-2020-11022

CVE-2015-9251

Solution:

Please upgrade to the latest version of jquery.

References:

https://github.com/jquery/jquery/issues/2432
http://blog.iquery.com/2016/01/08/jquery-2-2-and-1-12-released/
http://research.insecurelabs.org/jquery/test/

Evidence: jquery-1.11.2.min.js
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