Web Application Cookies Are Expired

Description

The remote web application sets various cookies throughout a user's unauthenticated and
authenticated session. However, Nessus has detected that one or more of the cookies have an
'Expires' attribute that is set with a past date or time, meaning that these cookies will be removed by
the browser.

Solution

Each cookie should be carefully reviewed to determine if it contains sensitive data or is relied upon
for a security decision. If needed, set expiration date in the future so the cookie will persist or
remove the Expires cookie attribute altogether to convert the cookie to a session cookie.

Reference

https://tools.ietf.org/html/rfc6265

Output

The following cookie is expired:

Name: DLOCKER

Path: /

Value: b379bb15784426d0cf3d78e69faabf5df4023ec5
Domain:

Version: 1

Expires: Thu, 17-Dec-2020 13:04:48 GMT
Comment:

Secure: 1

Httponly: 1

Port:



https://tools.ietf.org/html/rfc6265

Hosts

443 [ tcp [ www
beta4.digitallocker.gov.in
80 / tcp / www

beta4.digitallocker.gov.in




