
Title: - Security Misconfiguration (Cross origin Resource Sharing) 

Description: - The Access-Control-Allow-Origin header is included in the response from one 

website to a request originating from another website, and identifies the permitted origin of 

the request. A web browser compares the Access-Control-Allow-Origin with the requesting 

website's origin and permits access to the response if they match. 

The header Access-Control-Allow-Origin supports wildcards. For example: 

Access-Control-Allow-Origin: * 

Note: - wildcards cannot be used within any other value. For example, the following header 

is not valid: 

Access-Control-Allow-Origin: https://*.normal-website.com 

Request  

 

Response 

https://*.normal-website.com/


 

Impact: -  

Fortunately, from a security perspective, the use of the wildcard is restricted in the 

specification as you cannot combine the wildcard with the cross-origin transfer of credentials 

(authentication, cookies or client-side certificates). Consequently, a cross-domain server 

response of the form: 

Access-Control-Allow-Origin: * 

It is not permitted as this would be dangerously insecure, exposing any authenticated content 

on the target site to everyone. 

Given these constraints, some web servers dynamically create Access-Control-Allow-Origin 

headers based upon the client-specified origin. This is a workaround for CORS constraints 

that is not secure. 


